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Videokonferecni sluzby

Milo$ LiSka .
Seminar o multimedialnich sluzbach CESNET 2023



cesnet CESNET Meetings - sluzby

m Videokonferenc¢ni technologie
m Pexip - on premise platforma, primarné pro schizky pracovnich skupin
m Zoom - cloudova platforma, primarné pro vyuku, konference

m eduMeet - on premise WebRTC platforma
m Rezervace a fizeni prostfedku - https://meetings.cesnet.cz/ cosnet
m Sprava videokonferen¢nich systému - PEXIP, Adobe Connect, me etin g S
MUNI telekonference, Adobe Connect na UK am mm m

m Sprava fyzickych zdroji (zasedaci mistnosti, pfistroje, auta, parkovaci mista apod.)
m CEITEC, UVT MUNI, UFE PifF MUNI
m Vyuziva federovanou identitu a IdM Perun

m Konzultace - nastroje pro vzdalenou vyuku, zkousSeni a statnice, zasedani
akademickych senatu, virtualni konference, hybridni akce...



https://meetings.cesnet.cz/

ge§net

On-premise WebRTC sluzba

Pdvodné nahrada nasich starych MCU
m Podpora legacy H.323/SIP videokonferenc¢nich zafizeni

Interni videokonferencni potfeby sdruzeni CESNET
Volna kapacita je k dispozici vsem skrz CESNET Meetings
Sluzba primarné pro pracovni schuzky mensSich skupin
Striktni pozadavky na duvérnost videokonferenci
m Sluzba je hostovana kompletné v infrastrukture CESNETu v Praze/Brnée
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ge§net

Pexip = vlastnosti

Ocekavatelné vlastnosti - obraz (720p), zvuk, sdileni obrazovky, chat
Podpora vice technologii - WebRTC, SIP, H.323, SkypeforBusiness/Lync...
Podpora nahravani a streamingu (manualné)

Propojeni s infrastrukturou IP telefonie

Pristup skrz browser, mobilni aplikaci, IP adresu, SIP URI, tel. Cislo

Rezervace mistnosti skrz CESNET Meetings
Primy pfristup https://conf.vc.cesnet.cz/



cesnet ~ Pexip - on-premise?

m On-premise videokonferencni sluzby neskaluji
m HW je potfeba dimenzovat na Spickovou zatéz
m Pexip je kompletni mixer - zatéz dana zpracovanim videa je na serveru

m  Umoznuje hostovat meetingy pro virtualné neomezeny pocet ucastniku
m Na rozdil treba od Jitsi ale i eduMeet apod.
m Prakticky limit dany rozlozenim mistnosti

m Ale pouze dva 720p30 hovory na jedno CPU jadro na VCF uzlech



ge§net

Videokonferencni systém primarné pro podporu vzdalené vyuky
Nasazeni uz v roce 2019
Nahrada za Adobe Connect

Pro¢ Zoom?
m Alternativa k MS Teams, Google Meet resp. Cisco Webex
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cesnet
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cesnet Zoom - poskytované kapacity

m Licencni model postaveny na meeting host licencich a maximalni kapacité
meetingu/webinaru

Meetingy do 300 uzivatelu

2019 - malé desitky meeting host licenci

16. 3. 2020 - 2500 meeting host licenci

v prubéhu roku 2020 - v reakci na COVID navySeni na 5000 meeting host
licenci

m 10. 5. 2023 - povyseni az na 7500 meeting host licenci
m  “Neomezeny” pocet konferenci pro uzZivatele bez licence (s limitem 40 minut)

m Plus 5 webinarovych licenci do 500 uzivatelu



cesnet

it Zoom - sprava kapacit

m Licence k Zoomovym uctum pridélujeme v ramci volnych kapacit dlouhodobé.
Webinarove licence po domluvé jen na dobu nutnou pro usporadani webinare.
Licence obnovujeme vzdy k 10.5. minimalné ve stavajicich objemech.

Aktivni uzivatel
m uzivatel s licenci, v pfedchozim roce hostoval alespon 1 meeting
m uzivatel se zakladnim uctem, v predchozich dvou letech se alespon 1 pfihlasil
m Neaktivnim uzivatelim s licencovanym uctem licenci odebirame
m maximalizace vyuziti dostupnych licenci
m kontrola uzivani licenci minimalné jednou za rok vzdy po skoncCeni aktualniho

semestru (ij. v lednu/unoru a pfipadné v Cervenci/srpnu)
m neaktivni uzivatele o odebrani licence informujeme vzdy emailem

m Zakladni uéty neaktivnich uzivatelt po dvou a vice letech od posledniho
pfihlaseni smazeme. Uzivatel si mUzZe stejny zakladni ucet znovu zalozit
prihlaSenim na https://cesnet.zoom.us/.



cesnet Zoom - Nahravani meetingu

m Spusténi nahravani vyzaduje prava meeting hosta/co-hosta ev.
meetinghost muze pridélit uCastnikum meetingu prava k nahravani

m Ugastnici meetingu jsou o spusténi nahravani informovani a musi s nim
souhlasit (nebo opustit meeting)

m Lokalni nahravani
m VyZaduje Zoom klienta
m Cloudové nahravani

m Pouze meeting host mize zaznamy stahovat
m Zaznamy v Zoom cloudu drzime 14 dn(
m Zaznamy jsou ukladany v datacentru v Némecku



cesnet - Zoom - Streaming

m Streaming meetingu/webinare je vyhodné nastavit pfedem v nastaveni
meetingu na https://cesnet.zoom.us/

m Streamovaci platformy
m CESNET Streaming, YouTube, Facebook

m Je vyhodné streaming nastavovat jako custom streaming service

Configure Custom Streaming Service ' «
7 Participants
Stream URL
Enter the streaming URL Choose Live on Custom Live Stream Service
Stream key
Enter a streaming Key Show
Live streaming page URL

Enter a live streaming page URL zoom 4

Anyone using this link can watch the live stream of the webinar

Custom streaming service requires authentication to broadcast

Configure live stream during the meeting Preparmg live stream webinar


https://cesnet.zoom.us/

cesnet Zoom - co neposkytujeme

Zoom events

Conference room connectors
m Lze obejit pomoci USB passthrough mode na podporovanych VCF zafizenich
(Cisco)
m Zoom rooms
Large meetings

Zoom audio conferencing
m global toll-free and call-out audio conferencing features



cesnet - Integrace Zoomu

m Aplikace v Zoom Marketplace

Pres 2500 aplikaci

Gmail, Google workspace, Google Drive

Doodle

MS Teams, Slack

Mentimeter (neexistuje pfima integrace se Sli.do)
m Meeting Timer, Agenda Timer & Clock Countdown

m Integrace s nastroji uzivatelt pfimo na institucich (typicky LMS Moodle)
m Elementarné Zoom meeting plugin pro Moodle
m \Vyzaduje pfristup k API
m Pozor na autentizaci skrz JWT!



cesnet ' Zoom - varia

m Instance Zoomu na CESNETu je napojena na federace identit edulD.cz
(eduGain) a Perun IDM

m Kdokoliv se dokaze pfihlasit se svou institucionalni identitou ziska automaticky ucet na
nasi instanci ZOOMu

m Instituce, jez projevily zajem, maji delegované kontakty, které mohou pridelovat
meeting host licence primo

m Uzce spolupracujeme s komunitou (UK, MUNI, UPOL a dal$imi). Nevahejte se
na nas obratit!



cesnet Beyond Zoom

NestacCi mi kapacity Zoomu?

Opravdu naplnim webinar pro 500 ucastnika?

Opravdu bude meeting/webinar kompletné interaktivni zvukem i
obrazem?

Pokud odpovim alespon jednou ne pak se nabizi:
Zoom meeting pro prezentujici/panelisty/ucastniky interagujici zvukem i
obrazem

m Napojeni na streaming

m Zpetny kanal v podobé chatu (napf. chat na YT) nebo sluzby jako jsou
Sli.do, Mentimeter apod



ge§net

https://letsmeet.cesnet.cz/

On-premise instance

Kapacitne obdobny jako Pexip

Momentalné neni zapojeny v rezervacnim systemu CESNET Meetings
Kazdy si muze vytvorit mistnost https://letsmeet.cesnet.cz/room _name

ViIastnosti

m  WebRTC audio/video communication

screen sharing, file sharing and chat feature

speaker detection (microphone analyser with visual indicator)
raise hand option, connection testing

federated login, including eduGAIN/edulD.cz



https://letsmeet.cesnet.cz/
https://letsmeet.cesnet.cz/

cesnet i EduMeet

0> edUuMEET easy and affordable VC for NRENs




cesnet | Proé EduMeet?

m ProcC dalSi videokonferencni systém?

m audio and video streams management, customizable view layout
m multiple cameras/video sources, high resolution support (tested up to 4K)
m low-latency ~150ms end-to-end (c.f. Zoom ~180ms end-to-end)

Multiparty meeting
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cesnet Jak pouzivat videokonference bezpeéné

m Jsou videokonference bezpecné?
m Historicky nebyly videokonference zabezpecené v podstaté vibec
m Zejména diky soucasné pandemii se pfistup k zabezpeceni videokonferenci zasadné
zmenil
m Videokonference jsou jen tak bezpecné, jak bezpecné si je udélame

m Zabezpeceni videokonferenci

m Zabezpeceni osobnich udaju
m BezpecCnost uzivatelskych dat
m BezpelCnost SW
|

Zabezpeceni videokonference jako takové
m Neautorizované pfipojeni u¢astniku
m Zamezeni naruSovani videokonference nevhodnym chovanim uéastniku



cesnet Zabezpedéeni videokonferenci

m Zoombombing

Neopravnény pristup k meetingu a prevzeti kontroly nad meetingem

m Netyka se jen Zoomu - obliba Zoomu pomohla stvofit termin
Obecny fenomén doby - komunity na Twitteru (#zoomcodes, #zoomraids) a
Facebooku, obdobna MS Teams raids komunita existuje napf. na Instagramu
(@microsoft_teams_raids)

m Po Covidové pandemii to uz neni zasadni téma

m V na$i infrastrukture jednotky pfipadu za rok

m Rizeni pfistupu k videokonferenéni mistnosti
m Prava ucastnikd uvnitf mistnosti



ge§net

Nezabezpecené videokonference

m Pristup k videokonferenci

m Typicky Cislo (+420)95008xxxx, SIP URI videokonference@vc.cesnet.cz nebo URL
https://cesnet.zoom.us/xxxx, https://letsmeet.cesnet.cz/xxxx apod.

m Co oCekavate, Ze se stane kdyz vytocCite Cislo, SIP URI a nebo oteviete v prohlizeci
odkaz na meeting?

m Pfipojite se k videokonferenci?

m T[radiCné pouze security by obscurity
m Tj. pfistupovy vektor k meetingu (Cislo, URI, URL) neni znamy/odhadnutelny
m Toje vzdy Spatné
m V minulosti bylo pro pfipojeni k videokonferenci potfeba nakladné vybaveni. Tj. utoky
na videokonference se pfilis nevyplatily a pro kiddies nebyly dostupné
m Zejména dnes stavime videokonference tak, aby se k nim mohl pfipojit opravdu
kazdy a s co nejmensimi prekazkami!


mailto:videokonference@vc.cesnet.cz
https://cesnet.zoom.us/xxxx
https://letsmeet.cesnet.cz/xxxx
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Nezabezpecené videokonference

&« Tweet

hi guys 000
@higuys66935788

raid this shit guys
cesnet.zoom.us/j/96511342825 #zoomcodes
#zoomraids #zoomclasscodes

GO g|€ https://cesnet zoom.us/j/96511342825 X m J Q

Q Vie Q Mapy [0 Videa [ Obrazky < Nakupy i Vice Nastaveni  Nastroje

Priblizny pocet vysledka: 3 (0,39 s)

slavistika_phil.muni.cz » Aktualné » Clanky ~

Jedine¢na nabidka online prednasek FF UP | Ustav slavistiky Join-our‘Cleud: HD:Video:Meeting
Zoom is the leader in modern enterprise video
20. 10. 2020 — https://cesnet.zoom.us/j/96511342825. Meeting ID: 965 1134 2825. Anotace: Eb communications, with an easy, reliable cloud platfor...

Seminar se vénuje fenoménu ruské mezivalecné emigrace, jeji ... & cesnet.zoom.us

www.facebook.com » posts 4:12 odp. - 11. 11. 2020 - Twitter Web App

Ustav vychodoevropskych studii - Posts | Facebook o . o 4
Y )
... Zoom Meeting https://cesnet.zoom.us/j/96511342825 Meeting ID: 965 1134 ... Zoom is
the leader in modern enterprise video communications, with an easy, ... & Nersh ¢ @NershFN - 1 h oo
Odpovéd uzivateli @higuys66935788
Lmao | got kicked
es-la.facebook.com » pages » College---University » posts Q1 [ (V) X
Ustav vychodoevropskych studii - Publicaciones | Facebook T »
cesnet.zoom.us ... Zoom is the leader in modern enterprise video communications, with an stay tuned for more codes
easy, ... https://www.facebook.com/events/633117324020360/. © T Q O
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Nezabezpecené videokonference

& Tweet & Tweet
CRAADE Continuity/Rupture David Cern)"
@CRAACE1918_39 Skl A
@higuys66935788

22 October, 6pm CET, don't miss this free lecture by
art and #CRAACE o :
cesnet.zoom.us/)/98267536775?...

7 _https://cesnet.zoom.us/j/98267536775?pwd:M
Join our Cloud HD Video Meeting

* Zoom is the leader in modern enterprise video
The Experience Eb b

communications, with an easy, reliable cloud platform for vid...

cesnet.zoom.us/j/959322579457... RAID THIS CLASS!
#zoomcodes #zoomraids
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cesnet Zabezpedéeni videokonferenci

m PIN/Heslo

m Nezvefejnovat!
m Lock meeting

m \Waiting room/Virtual lobby
m  Opravdu pouzivat, tj. minimalné kontroluji display names uzivatelu
m V Pexipu Ize emulovat pomoci Lock meeting

m Rizeni zvuku Ggastnik(i (Mute)

m V nejhorSim pfipadé odpojovat uzivatele (disconnect/remove participant
bez moznosti se znovu pfipojit)



cesnet Zabezpedeni videokonferenci - Zoom

m Nepouzivat Personal Meeting ID pro verejné meetingy

Nastaveni prav pro sdileni obrazovky (jen host/co-host)
Vypnuti soukromého chatu (private chat)

Vypnuti anotaci!

Suspend participant activities

m \yzadovat pfihlaseni a nebo registraci uzivatell pred vstupem do
meetingu



cesnet Co kdyz potiebuji vefejnou videokonferenci?

m Navic k predchozimu
m Najit vhodny komunikacni kanal s u€astniky (pokud mozno ne Twitter/Facebook) pro

sdileni odkazu na videokonferencni mistnost
m Zvazit kombinaci videokonference pro prezentujici u€astniky, streamingu a napf.

sli.do

m Specificky v Zoomu
m  Omezeni moznosti pfipojeni uzZivatell na zakladé geolokace (napf. CZ/SK pro dny

otevienych dvefi apod.)
m Zoom Webinare
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Nastroje existuji, pouzivame je

1 |Participant
40 |WhatlsCunt

| 94 |Lupu Stefan
95 |TaRon Gaines

142 |Mark Joshua

203 |snap:enrrgeticmist
225 |Tomio Okamura SPD
356 |Lupu Stefan

390 IV

393 |Giousef

397 |Amalie Bulandrova
405 |Joe Mama

424 misa

440 |deepen

444 |sasuke uchiha

454 |kid

459 |Daisy Smith

461 |DERRICKA BULLOCK
488 |UNMUTE ME INNOCENT
506 |Lucus Mats

528 |Bluh Booth

566 |Aniket Jaiswal

567 |Oneplus Gamerz
(666 |

| 667 |John mcnugget

668 |iphone

672 |Jozlynn &>

673 |Aniket Jaiswal

685 |Daisy Smith

686 |Student

708 |Aniket Jaiswal

723 |Bobby Hummer

725 |Harry Gunawan

763 |emilly

787 |Antho

793 |DERRICKA BULLOCK
807 |MrCan

808 |Ahmed hamood Habib

Device
Windows
Windows
Windows
Android

168 |Ku6ep Tponnk aHohumyc aa 6nate  Windows

Android
i0S
Windows
Web
Android
Web
i0S
Web
Windows
Chrome OS
Chrome OS
Android
Chrome OS
Windows
Windows
i0S
Android
Android
17218 N2) Windows
iPAD
Windows
Chrome OS
Android
Android
Android
Android
i0S
Android
Windows
Windows
Chrome OS
Windows
Windows

IP Address

Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:

103.252.108.58 Local IP: 192.168.0.103
109.101.147.233 Local IP: 192.168.1.11
69.14.244.238 Local IP: 192.168.5.134
49.149.135.87 Local IP: 192.168.1.3
188.69.195.168 Local IP: 192.168.8.104
73.54.96.217 Local IP: 10.0.0.9

1.143.56.170 Local IP: 0000:0000:0000:0000:0000:0000:0000:0000,2001:8004:2741:5ff9:fc44:be37:f20b:ale2
109.101.147.233 Local IP: 192.168.1.11
3.127.251.113 Local IP: 10.0.9.230
85.74.249.98 Local IP: 192.168.1.10
3.127.251.113 Local IP: 10.0.9.230
174.235.141.7 Local IP: 0.0.0.0,100.106.13.68
3.127.251.113 Local IP: 10.0.9.230
108.44.195.241 Local IP: 192.168.1.154

73.207.139.95
108.45.165.82

Public IP:

223.188.31.81 Local IP: 100.95.36.158

86.82.68.249

Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:

78.95.70.124 Local IP: 192.168.1.2
5.107.66.181 Local IP: 192.168.0.131
184.60.45.248 Local IP: 0.0.0.0,192.168.0.10
157.40.39.18 Local IP: 25.98.63.184
203.192.213.171 Local IP: 192.168.0.100
79.176.196.4 Local IP: 192.168.14.69
46.152.143.12 Local IP: 0.0.0.0,192.168.100.64
96.228.80.32 Local IP: 192.168.1.12

172.58.99.42

Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:
Public IP:

157.40.39.18 Local IP: 25.98.63.184

223.188.31.81 Local IP: 100.95.36.158

203.192.213.171 Local IP: 192.168.0.100

157.40.39.18 Local IP: 25.98.63.184

172.58.172.42 Local IP: 0000:0000:0000:0000:0000:0000:0000:0000,2607-fb90:42e8:3d60:b1a0:6789:335c:40aa
223.188.121.129 Local IP: 100.95.36.158

102.160.242.175 Local IP: 192.168.8.103

85.112.71.30 Local IP: 192.168.1.104

86.82.68.249

88.230.199.11 Local IP: 192.168.1.43
95.176.202.74 Local IP: 192.168.1.15
184.60.45.248 Local IP: 0.0.0.0,192.168.0.10

Public IP:
Public IP:
Public IP:

Location
Ahmedabad (IN )
BacAAu (RO)
Livonia (US )

Lipa City (PH)
Vilnius (LT )

Fort Myers (US )
Kew (AU )

BacAAu (RO )
Frankfurt am Main (DE )
Athens (GR)
Frankfurt am Main (DE )
Destrehan (US )
Frankfurt am Main (DE )
Leesburg (US )
Atlanta (US )

Upper Marlboro (US )
Kota (IN )

Nootdorp (NL )
Riyadh (SA )
Sharjah (AE )

La Center (US)
Kolkata (IN )
Mumbai (IN )

Tel Aviv (IL)

Riyadh (SA )
Lynchburg (US )
Houston (US )
Kolkata (IN )

Kota (IN )

Mumbai (IN )
Kolkata (IN )
Opa-locka (US )
Jaipur (IN )

(MU)

Beirut (LB )
Nootdorp (NL )

Izmir (TR)

Straza (SI)
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uziti VCF infrastruktury CESNETu

CESNET AAI Statistiky

Shmuti  Detail poskytovateld identity  Detail sluzeb

Whberte Casovy interval:

@ vae O Poslednich 7 dnii O Poslednich 30 dnti O Posledni rok

Pocet prihlaseni

Graf ‘zobrazuje pocet prinlaseni za kazdy den.
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4000 || ‘ Wi
3000 I | [l

I I | | |
2000 | | A n |

22018 lis2018  1ed2019  bie20

kvé 2019 lis 2019 led2020 bfe2020  kvé 2020 2020 zaf 2020 lis 2020 led 202 bfe2021  kvé 2021 c 202 247 2021 lis 2021 022  bfe2022 kvé2022 &vc2022 24f 2022 lis 2022
Poskytovatelé identit Poskytovatelé sluzeb
Graf ukazuje pocet prinlaseni od kazdého poskytovatele identity ve zvoleném Casovém rozmezi. Kiiknutim na poskytovatele identit Graf ukazuje pocet pfihlaseni ke kaZdé sluzbé ve zvoleném Casovém rozmezi. Kiiknutim na sluzbu zobrazite detailni statistiky. Pocita se
Zzobrazite detailni statistiky. pouze prvni pfistup ke sluzbé, protoZe dal3i jiZ nejdou pies proxy.
- CE Z
W Masaryk University - BN 0WNCIOUd@CESNET
. MetaCentrum IdP m MetaCentrum

s Charles University

. CESNET

. Palacky University Olomouc

. Czech Technical University in Prague

I filesender.cesnet.cz

. CESNET Perun

W Openstack @ cloud.muni.cz
i cesnet cz

W CESNET - Google gateway IdP - RT
== University of West Bohemia == National digital ibrary - Kramerius WOC
W CESNET - Facebook gateway IdP . shongo

. College of Polytechnics Jinlava

. Prague University of Economics and
Business

. University of Ostrava

. Technical University of Liberec

= Brmo University of Technology

mmm University of South Bohemia in Ceske
Budejovice

W= Czech University of Life Sciences Prague

W University of Chemistry and Technology,
Prague

mmm Tomas Bata University in Zi€&n

= Academy of Performing Arts in Prague

W Jan Evangelista Purkyne University in Usti
nad Labem

BN VSB - TU Ostrava =

B AAIWIKI (€0UID.cz, eduroam.cz, CESNET
PKI)

= Digital library Kramerius - NKP.
== monitor.eduroam.cz (etiog, ermon, pokryti)
=== Perun New GUI development
mEm CESNET Perun - Consolidator
ostatni
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Vyuziti VCF infrastruktury CESNETu 2020 - 2022 (linearni Skala)
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m 510 000 videokonferenci, 5 572 000 uzivatelu, 6 500 000 hodin
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Pouziti poskytovatelé identit
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Graf s tabulkou ukazuji pouzité poskytovatele identit pro pfihlaseni k této sluzbé ve zvoleném Casovém rozmezi. Pocita se pouze prvni pristup ke sluzbé, protoze dalsi jiz nejdou pfes Proxy.
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Il Masaryk University
I Charles University
i Palacky University Olomouc
I College of Polytechnics Jihlava
W University of West Bohemia
I Prague University of Economics and Business
I University of Ostrava
EEm CESNET
mmm Academy of Performing Arts in Prague
I Czech Technical University in Prague
W Technical University of Liberec
W University of South Bohemia in Ceske Budejovice
= Institute of Sociology AS CR
= Institute of Molecular Genetics of the Czech Academy of Sciences
N Institute of Philosophy AS CR
. Brno University of Technology
W . Heyrovsky Institute of Physical Chemistry of the CAS, v.v.i
W University of Veterinary Sciences Brno
I Institute of Mathematics AS CR
W University of Hradec Kralove
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Poskytovatel identity

Masaryk University
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Podet
114566
106582
102783
24758
24059
14933
12897
6662
6133
5361
4814
4366
4091
3856
3360 il
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Dekuji za pozornost.

Dotazy?

milos.liska@cesnet.cz

vidcon@cesnet.cz
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